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3.1.1 $3nuazidnlalugsia (Business understanding) udumeuusnuesnssuiunis 1

yaduluiinsvianudilanseuiunsmegsialae sy

6§ v 4
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[

mMylaszideyasenunslauinaiuled U 2019 - 2021 Fdideyanavun 209,216 518013
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3.1.2 Faufivuazsivsiudeyaliinsu (Data Understanding) Tunaun1sdniiu way

FUTdeya AaanIUNITHINTNINTIVEOUANLYNABIYRITaYaN sy lnatianinvtlddoya
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v

ManuersausdlumessilidensuivingUssasrnimmualy
Fwszideyaldinmaiiuniusiudeyaaniivles osclab.hksecurity.net 97nUuazii
N13nTI9EeuteYanlavinnIsTIuTINLIle [ieaAUgNAeIvaIlela wariasINTeyanis

Tandduled agldteyarimuansednduseadendoyaunduuldlunsiney

Web-Hacking Dataset for the Cyber Criminal Profiling

. ABSTRACT

~ Publications As in the real world's criminal investigation, cyber criminal profiling is important to attribute cyber attacks.

Every cyber crime committed by the same hacker or hacking group has unique characteristics such as attack
 Workshops purpose, attack methods, and target’s profile. Therefore, a complete analysis of the hacker's activities can give
investigators hard evidence to attribute attacks and unveil criminals. To foster further research, we release the

web-hacking case dataset we have collected.

v Fun Moments

~ Datasets

Andro-AutoPsy

Andro-Dumpsys 1 . []ATASET

Andro-Profiler We built a large hacking case database which includes 212,093 web-hacking cases that happened during the
past 15 years from Zone-H.org site automatically. At Zone-H.org, some information is stored in compliance
with defined formats in a case-centric database. Most of the information include the date, domain, IP address,
Andro-Simnet system, and web server for the attack. Other information in mirror pages are stored in the form of HTML
source. Due to the case encoding, font and other tags and features that exist in the HTML code, those
information are put to use in the case vector design after parsing and processing the HTML contents

Andro-Tracker

APIMDS-dataset ©

Al 3.2 uled osclab.hksecurity.net filvideyadeanauumiuled

& v v

Fefayanislaudiuled T9wau 209,216 518015 Usznousie 13 wennsdav deyand
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- country (Usgne) dnsvun 156 Wtetey §alas1en Jvinsidendseinan 9w
nslauATINdUAUAYS wazUseinalne Fslidess 4 Wdedesidenin A United States,

Spain, Germany Way Thailand fA9il

siansastianiiu »

™ Sudan - =
| 5tat Sweden Mg
| stat Switzerland Mg
| Stat Syrian Arab Mg
| Stat Syrian Arab Republic Mg
| st Taiwan N
Taiwan, Prov
| Stat X Mg
Tanzania
== | & Thailand Ni
| stat Togo M
| Stat Tunisia Mg
| Stai Turkey Mg
| Stat Turkmenistan Ng
| Stat Uganda AE
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I st United Arab Emirates e
| stat United Kingd AF
| Stat United Kingdom Ak
| Stat United State Af
| Stat & United States

~ Ar
| stat Mg

Aanag anu&En
| Stat Mg

Al 3.7 vinnsndunsesdeya Useine Wiveluliasen

3.1.3.3 uUasguuuuvestoya (Data Transformation) Wuduneunisulasdoya
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Y93IUNGUVRINQUIEAIANITIANA fanand Timdewies “nrslanfiienaaaussuuiagiam
52UU” (Def) aE1aLfen

3) gAnTentayainisulasguuuudeyamenssiunguuedeyaluune
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2003, Win2008 dem1s§{3inszideyaszvesunguuosssuvujiinng fanan Timdeidies
“Windows” ag131Ae

3.1.4 a¥19uvusnast (Modeling) funeunisadisinuunendinman? wazadfiionts

Ansendeya lagaruisaldinaiinisnisene 9 819 n1s9uun (Classification) N1suuengy

Y

[y

(Clustering) LagN1383519ANNEUNUS (Association rule)

AAlATIzideyadinTgvdayaniginalinnianisnlulile wuunisdnuunussiandeya

Y
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(Classification) Tnemsldlunanisdndulauuusiuldl (Decision Tree) Fslutumauiiazgnuiuld

= 2

eliladneunange tneldlusunsuildviiniletoya MeyndeyaiAnden fall

A B C D E
1 | country os web type result
2 United States Linux Apache SQL-Injection Def
3 United States Linux Apache Phishing Atk
4 United States Windows Apache Malware Def
5 United States Linux Apache Phishing Def
6 United States Linux Nginx Phishing Atk
7 Spain Linux Apache S5QL-Injection Atk
8 Germany Linux Apache Phishing Atk
9 United States Linux Apache Malware Atk
10 United States Linux Apache DDOS Def
11 United States Linux Nginx DDOS Def
12 Thailand Windows Nginx DDOS Def
13 Thailand Linux Apache DDOS Def
14 United States Linux Apache Malware Atk
15 United States Windows Apache SQL-Injection Atk
16 Germany Linux Nginx Phishing Atk
17 Spain Linux Apache Phishing Atk
13 United States Linux Apache SQL-Injection Def
19 Thailand Windows Nginx Phishing Atk
20 United States Linux Apache DDOS Atk
21 Spain Linux Apache SQL-Injection Atk
22 United States Linux Apache DDOS Atk
23 United States Linux Nginx Phishing Def
24 Linited States Linux Neinx Phishine Def
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9ngUn il Uszneuse 5 ueavisdod e
- Country (Usgine) Usenaumie 4 A1 Aa United States, Spain, Germany W& Thailand
- Os (3UUUfjURNT3) Usenaume 2 A1 A Linux, Windows
- Web server (AU@sWe3) Usenousie 2 A1 fie Apache, Nginx
- Type (Usztandganaiy) Usenausig 4 A1 Ad Phishing, Malware, DDOS Wag SQL-
Injection
- Requirement (3ngUseasd) Usenausie 2 A1 Ao Atk wag Def

[ v 6

nsas1sluiaa Decision Tree 9gvinnsdndanuenvsidniiauduiusivaaiauin
fgavunndulvunauuanves Tree (root node) nasntunzmkeaniduddaluGes 4 Tunns

v

o v aa o‘dy Yo v A a J . . I A o v
mANNdNRusURsann3tIntarldfiia At5enin Information Gain (IG) Afimuialaain

IG (parent, child) = entropy(parent) = — [p(c1) x entropy(cl) + p(c2) x entropy(c2) + ...]

Tned entropy(c1) = -p(c1) log plcl) wag p(c2) Ae ArmnuLazduves cl

'
& alal

aunIMsAwIAILazkenn3TRLisuiuAaIaNe eI TIANLAT IG 1nTign

o ! ' aa ¢ a 1Y - aa sda = =
n1sAuIMALAazuennI Ui uiuaaaieniLann3UInniia IG uinfigaunduy
Root 483 Decision tree fiudhuiudeyavivualagldnadnsidu Requirement (Tnguswasd) Atk
uag Def fiail

1) Auaauen 1G veawenn3Ung Country Indayaaunsaduin IG lnssil

entropy (parent) - p(Atk) x logap(Atk) + p(Def) x logap(Def)

- [0.6167 x 10g2(0.6167) + 0.3833 x

10g2(0.3833)]

- [0.6167 x -0.6974 + 0.3833 x -1.3835]
- [-0.4301 + -0.5303]

0.9603

entropy (W@ = United States)

- p(Atk) x logap(Atk) + p(Def) x logap(Def)
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=-[0.5932 x 10g2(0.5932) + 0.4068 x
10g2(0.4068)]
=-10.5932 x -0.7534 + 0.4068 x -1.2976]
= - [-0.4469 + -0.5279]
=0.9748
entropy (W& = Thailand) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6529 x 10g2(0.6529) + 0.3471 x
0g2(0.3471)]
=-10.6529 x -0.6151 + 0.3471 x -1.5266]
= - [-0.4016 + -0.5299]
= 0.9315
entropy (W& = Spain) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6683 x 10g2(0.6683) + 0.3317 x
10g2(0.3317)]
= -[0.6683 x -0.5814 + 0.3317 x -1.5920]
= - [-0.3886 + -0.5281]
= 0.9167
entropy (W& = Germany) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6434 x 10g2(0.6434) + 0.3566 x
0g2(0.3566)]
= -10.6434 x -0.6362 + 0.3566 x -1.4876]
= - [-0.4093 + -0.5305]
= 0.9398

IG (parent, child) = entropy(parent) — [p (W& = United States) * entropy (W@

= United States) + p (W& = Spain) * entropy (W& = Spain) + p (K8 = Germany) * entropy (W&

= Germany) + p (W& = Thailand) * entropy (W& = Thailand)]
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=0.9603 - [0.6221 * 0.9748 + 0.1196 * 0.9315
+ 0.1370 * 0.9167 + 0.1213 * 0.9398]
= 0.9603 - [0.6064 + 0.1114 + 0.1256 +
0.1140]
= 0.9603 - 0.9571
= 0.0029
2) A1 16 veuenv3ig Os sndoyaaunsafuamen 16 Tisd
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.6167 x 0g2(0.6167) + 0.3833 x
10g2(0.3833)]
=-10.6167 x -0.6974 + 0.3833 x -1.3835]
= -[-0.4301 + -0.5303]
= 0.9603
entropy (W& = Linux) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6000 x 10g2(0.6000) + 0.4000 x
102(0.4000)]
= -[0.6000 x -0.7370 + 0.4000 x -1.3219]
= -[-0.4422 + -0.5288]
=0.9710
entropy (W& = Windows) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.7002 x l0g2(0.7002) + 0.2998 x
10g2(0.2998)]
=-1[0.7002 x -0.5142 + 0.2998 x -1.7379]
= - [-0.3600 + -0.5210]
= 0.8810
IG (parent, child) = entropy(parent) — [p (W& = Linux) * entropy (W@ = Linux)

+ p (e = Windows) * entropy (W& = Windows)]
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= 0.9603 - [0.8333 * 0.9710 + 0.1667 * 0.8810]
= 0.9603 - [0.8091 + 0.1469]
= 0.9603 - 0.9560
= 0.0043
3) Auanen 1G asuenv3ing Type andeyaanunsauamen 16 16
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.6167 x 10g2(0.6167) + 0.3833 x
0g2(0.3833)]
=-[0.6167 x -0.6974 + 0.3833 x -1.3835]
=-[-0.4301 + -0.5303]
= 0.9603
entropy (W& = DDOS) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.3333 x 10g2(0.3333) + 0.6667 x
10g2(0.6667)]
=-10.3333 x -1.5851 + 0.6667 x -0.5849]
= - [-0.5283 + -0.3899]
=0.9183
entropy (N8 = Malware) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.9336 x 10g2(0.9336) + 0.0664 x
l0g2(0.0664)]
=-1[0.9336 x -0.0991 + 0.0664 x -3.9127]
= - [-0.0925 +-0.2598]
= 0.3523
entropy (W& = Phishing) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.7000 x l0g2(0.7000) + 0.3000 x
10g2(0.3000)]
=-[0.7000 x -0.5146 + 0.3000 x -1.7370]
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=-[-0.3602 + -0.5211]
= 0.8813
entropy (W& = SQL-Injection) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= -[0.5999 x 10g2(0.5999) + 0.4001 x
0g2(0.4001)]
=-10.5999 x -0.7372 + 0.4001 x -1.3216]
= - [-0.4422 + -0.5288]
=0.9710
IG (parent, child) = entropy(parent) - [p (W& = DDOS) * entropy (W& = DDOS)
+ p (Na = Malware) * entropy (W& = Malware) + p (W& = Phishing) * entropy (W& = Phishing)
+ p (Wa = SQL-Injection) * entropy (W& = SQL-Injection)]
=0.9603 - [0.2500 * 0.9183 + 0.1250 * 0.3523
+ 0.4167 * 0.8813 + 0.2083 * 0.9710]
= 0.9603 - [0.2296 + 0.0440 + 0.3672 +
0.2023]
= 0.9603 - 0.8431
=0.1172
4) AwInA1 IG VvaskanisTf Web server a1ndayaaninsadiuinm IG il
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.6167 x 10g2(0.6167) + 0.3833 x
10g2(0.3833)]
=-[0.6167 x -0.6974 + 0.3833 x -1.3835]
= -[-0.4301 + -0.5303]
= 0.9603
entropy (W& = Apache) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.6750 x 10g2(0.6750) + 0.3250 x
10g2(0.3250)]
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=-[0.6750 x -0.5670 + 0.3250 x -1.6215]
= -[-0.3828 + -0.5270]
= 0.9097
entropy (W& = Nginx) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5000 x 10g2(0.5000) + 0.5000 x
l0g2(0.5000)]
= - [0.5000% -1 + 0.5000 x -1]
= - [-0.5000 + -0.5000]
=1
IG (parent, child) = entropy(parent) — [p (W& = Apache) * entropy (N& =
Apache) + p (Na = Nginx) * entropy (W@ = Nginx)]
= 0. 9603 - [0.6667 * 0.9097 + 0.3333 * 1]
= 0. 9603 - [0.6065 + 0.3333]
= 0. 9603 - 0.9398
= 0.0205
INNTAIUIAUAT IG YBINNUBANTDWNUIIAT IG vauenn3Tad type Slduniign
(0.1172) ftusadenuann3dnd type Junndulnun root wazazdesinnisuanisainlvun
root aanluauteyalunsavivuaiinatadinouiediy wasgIAsIEndayanuiinIsAuIuLe
an30n6 type (Malware) wae type (Phishing) lilanunsoadrsfawsazinuaseluld esnnlyd
mnuduiusiunennitadla Jsagudoyalilunadwsnislendifienausslevidiveatlaud
waznslaufiiienaaeusruuias sy fafuflinsgideyaisaialuuslusedudalves
waRvV3Uae type DDOS Way SQL-Injection
nMsfaAsazLenviadlusedunl 2 dovinluua root Lileyen IG Auniian vos

(% (% s

wann30ad type fuduiudeyarionualagldnadnsidunislaufiiionausslovidrudivesy
1906 LaznslaufionaAdoUTEUULASWRIUNTEUU Al
1) AruIuAl IG vesuann3Idan Type waruanniUae Country ¥89 DDOS A1ndoya

ANU150ANUIAT IG tanatl
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entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.3333 x 10g2(0.3333) + 0.6667 x
10g2(0.6667)]
=-1[0.3333 x -1.5851 + 0.6667 x -0.5849]
= - [-0.5283 + -0.3899]
=0.9183
entropy (W& = United States) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.3746 x 10g2(0.3746) + 0.6254 x
l0g2(0.6254)]
=-10.3746 x -1.4166 + 0.6254 x -0.6771]
= - [-0.5306 + -0.4235]
= 0.9541
entropy (W& = Thailand) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.2469 x 10g2(0.2469) + 0.7531 x
1082(0.7531)]
=-10.2469 x -2.0180 + 0.7531 x -0.4091]
= - [-0.4982 + -0.3081]
= 0.8063
entropy (W& = Spain) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-1[0.0371 x 10g2(0.0371) + 0.9629 x
10g2(0.9629)]
=-[0.0371 x -4.7524 + 0.9629 x -0.0545]
=-[-0.1763 + -0.0525]
= 0.2288
entropy (W& = Germany) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.4054 x 10g2(0.4054) + 0.5946 x
0g2(0.5946)]
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= -[0.4054 x -1.3026 + 0.5946 x -0.7500]
= -[-0.5281 + -0.4460]
=0.9740
IG (parent, child) = entropy(parent) — [p (W& = United States) * entropy (W&
= United States) + p (W@ = Spain) * entropy (W& = Spain) + p (W& = Germany) * entropy (W&
= Germany) + p (W& = Thailand) * entropy (W& = Thailand)]
=0.9183 - [0.6628 * 0.9541 + 0.1070 * 0.8063
+ 0.0941 * 0.2288 + 0.1361 * 0.9740]
=0.9183 - [0.6324 + 0.0863 + 0.0215 +
0.1326]
=0.9183 - 0.8727
= 0.0456
1.1) A 1G vesuenn3Uan Type uazuann3Uan Country ¥81 Malware ndeaya
annsafame 16 st
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-1[0.9336 x 10g2(0.9336) + 0.0925 x
10g2(0.0925)]
=-[0.9336 x -0.0991 + 0.0925 x -3.9127]
= - [-0.0925 + -0.2598]

0.3523

entropy (W8 = United States) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)

- [0.9477 x l0g2(0. 9477) + 0.0523 x

l0g2(0. 0523)]

- [0. 9477 x -0.0775 + 0. 0523 x -4.2570]
- [-0.0734 + -0.2226]

= 0.2961

entropy (W& = Thailand) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
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=-[0.8942 x 0g2(8942) + 0.1058 x
0g2(0.1058)]
=-[0.8942 x-0.1613 + 0. 1058 x --3.2406]
=-1[-0.1613 + -0.3429]
=0.4871
entropy (W& = Spain) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x log2(0)]
=-[1x-0+0x-0]
=-[0 + 0]
=0
entropy (W& = Germany) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.8555 x 10g2(0.8555) + 0.1445 x
l0g2(0.1445)]
= -[0.8555 x -2252 + 0.1445 x -2.7909]
=-[-0.1926 + -0.4033]
= 0.5959
IG (parent, child) = entropy(parent) - [p (W& = United States) * entropy (W&
= United States) + p (W@ = Spain) * entropy (W& = Spain) + p (W& = Germany) * entropy (W&
= Germany) + p (W& = Thailand) * entropy (k& = Thailand)]
= 0.3523 - [0.6056 * 0.2961 + 0.1069 * 0.4871
+ 0.1256 * 0 + 0.1618 * 0.5959]
= 0.3523 - [0.1793 + 0.0766 + 0 + 0.0964]
= 0.3523 - 0.3523
=0
1.2) fwlsuen 1G Yoeann3Ung Type uazkann3Uan Country ¥8 Phishing 3ndaya
ansafamen 16 s

entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
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= - [0.7000 x l0g2(0.7000) + 0.3000 x
10g2(0.3000)]
=-[0.7000 x -0.5146 + 0.3000 x -1.7370]
= -[-0.3602 + -0.5211]
= 0.8813
entropy (W8 = United States) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.7270 x 10g2(0.7270) + 0.2730 x
0g2(0.2730)]
=-[0.7270 x -0.4600 + 0.2730 x -1.8730]
=-[-0.3344 + -0.5113]
= 0.8457
entropy (W& = Thailand) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6653 x 10g2(0.6653) + 0.3347 x
10g2(0.3347)]
= -[0.6653 x -0.5879 + 0.3347 x -1.5791]
=-[-0.3911 + -0.5285]
= 0.9197
entropy (W& = Spain) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6686 x 10g2(0.6686) + 0.3314 x
0g2(0.3314)]
= - [06686 x -0.5808 + 0.3314 x -1.5934]
= - [-0.3883 + -0.5280]
=0.9164
entropy (W& = Germany) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= -[0.6684 x 10g2(0.6684) + 0.3316 x
10g2(0.3316)]
=-[0.6684 x -0.5812 + 0.3316 x -1.5925]
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= - [-0.3885 + -0.5281]
= 0.9166
IG (parent, child) = entropy(parent) — [p (W& = United States) * entropy (W&
= United States) + p (W& = Spain) * entropy (W& = Spain) + p (W8 = Germany) * entropy (W&
= Germany) + p (W& = Thailand) * entropy (W& = Thailand)]
= 0.8813 - [0.5465 * 0.8457 + 0.1432 * 0.9197
+ 0.1649 * 0.9164 + 0.1454 * 0.9166]
= 0.8813 - [0.4622 + 0.1341 + 0.1511 +
0.1333]
= 0.8813 - 0.8753
=0
1.3) AUIUAT IG VB3LOANIUIA Type hazlonn3tan Country 989 SQL-Injection 910
Foyaanunsadune 16 T
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= -[0.5999 x 10g2(0.5999) + 0.4001 x
0g2(0.4001)]
=-1[0.5999 x -0.7372 + 0.4001 x -1.3216]
= -[-0.4422 + -0.5288]
=0.9710
entropy (W& = United States) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.4554 x 10g2(0.4554) + 0.5446 x
l0g2(0.5446)]
= -[0.4554 x -1.1348 + 0.5446 x -0.8767]
=-1[-0.5168 + -0.4775]
= 0.9943
entropy (W& = Thailand) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x log2(0)]
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=-[1x-0+0x-0]
=-[0 + 0]
=0
entropy (W& = Spain) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x 0g2(0)]
=-[1x-0+0x-0]
=-[0+ 0]
=0
entropy (W& = Germany) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x log2(0)]
=-[1x-0+0x-0]
=-[0+ 0]
-0
IG (parent, child) = entropy(parent) — [p (W& = United States) * entropy (W&
= United States) + p (W@ = Spain) * entropy (W& = Spain) + p (W& = Germany) * entropy (W&
= Germany) + p (W& = Thailand) * entropy (W& = Thailand)]
= 0.9710 - [0.7346 * 0.9943 + 0.0952 * 0 +
0.1393 * 0 + 0.0309 * 0]
=0.9710 - [0.7143 + 0 + 0 + Q]
=0.9710 -0.7143
= 0.2040
2) AWINAT 1G Yaauann3Ua0 Type wazlann3Uad Os Y84 DDOS 1NU8YAd1U150
Fuauen 1G aeil
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.3333 x 10g2(0.3333) + 0.6667 x
10g2(0.6667)]
=-10.3333 x -1.5851 + 0.6667 x -0.5849]
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= - [-0.5283 + -0.3899]
=0.9183

entropy (W& = Linux) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.4000 x 10g2(0.4000) + 0.6000 x

10g2(0.6000)]

= -[0.4000 x -1.3219 + 0.6000 x -0.7370]
= -[-0.5288 + -0.4422]
=0.9710

entropy (W& = Windows) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0 x l0g2(0) + 1 x log2(1)]
=-[0x-0+1x-0]
=-[0 + 0]
-0

IG (parent, child) = entropy(parent) — [p (W& = Linux) * entropy (W& = Linux)

+ p (W8 = Windows) * entropy (W& = Windows)]
=0.9183 - [0.8333 * 0.9710 + 0.1667 * Q]
= 0.9183 - [0.8091 + 0]
= 0.9183 - 0.8091
= 0.1092
2.1) AuniAn 1G ¥a3kann3Uan Type wazhonniUad Os ¥oe Malware 31nYaya
annsafamen 16 s

entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)

= - [0.9336 x 10g2(0.9336) + 0.0925 x
102(0.0925)]

=-1[0.9336 x -0.0991 + 0.0925 x -3.9127]
= - [-0.0925 + -0.2598]
= 0.3523
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entropy (W& = Linux) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x 0g2(0)]
=-[1x0+0x0]
=-[-0+-0]
-0

entropy (W& = Windows) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.8009 x 10g2(0.8009) + 0.1991 x

0g2(0.1991)]

=-[0.8009 x -0.3203 + 0.1991 x -2.3204]
= - [-0.2565 + -0.4636]
=0.7201

IG (parent, child) = entropy(parent) - [p (W& = Linux) * entropy (W& = Linux)

+ p (W8 = Windows) * entropy (Wa = Windows)]
= 0.3523 - [0.6665 * 0 + 0.3335 * 0.7201]
= 0.3523 - [0 + 0.2402]
= 0.3523 - 0.2402
=0.1121
2.2) A1UIUAT IG vesonn3UI6 Type wavuann3Uan Os ¥4 Phishing 31ndeya
ansafmane 16 Wi

entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)

= - [0.7000 x l0g2(0.7000) + 0.3000 x
10g2(0.3000)]

=-[0.7000 x -0.5146 + 0.3000 x -1.7370]
= -[-0.3602 + -0.5211]
= 0.8813

entropy (W& = Linux) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
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=-[0.6667 x 0g2(0.6667) + 0.3333 x
0g2(0.3333)]
=-[0.6667 x -0.5849 + 0.3333 x -1.5851]
= - [-0.3899 + -0.5283]
=0.9183
entropy (W& = Windows) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x log2(0)]
=-[1x-0+0x-0]
= - [-0 + -0]
=0
IG (parent, child) = entropy(parent) - [p (W& = Linux) * entropy (W& = Linux)
+ p (e = Windows) * entropy (Na = Windows)]
= 0.8813- [0.9000 * 0.9183 + 0.1000 * Q]
= 0.8813-[0.8265 + 0]
= 0.8813- 0.8265
= 0.0548
2.3) AUINAT 1G Yaeuan3Tng Type wazhann3Uas Os ves SQL-Injection 31ndaya
anansasuIne 1G 1wl
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5999 x 10g2(0.5999) + 0.4001 x
1082(0.4001)]
=-[0.5999 x -0.7372 + 0.4001 x -1.3216]
= -[-0.4422 + -0.5288]
=0.9710
entropy (W& = Linux) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5000 x 10g2(0.5000) + 0.5000 x
10g2(0.5000)]
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=-[0.6667 x -0.5849 + 0.3333 x -1.5851]
= -[-0.3899 + -0.5283]
=1

entropy (W8 = Windows) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [1 x log2(1) + 0 x 0g2(0)]
=-[1x-0+0x-0]
=-[-0 +-0]
=0

IG (parent, child) = entropy(parent) - [p (W& = Linux) * entropy (& = Linux)

+ p (W8 = Windows) * entropy (Wa = Windows)]
= 0.9710 - [0.8000 * 0.9710 + 0.2000 * Q]
= 0.9710 - [0.7768 + 0]
=0.9710 - 0.7768
=0.1942
3) AUINAT 1G Vaeann3UN Type wazuann3itag Web server ¥83 DDOS 3nUaya
ansafmame 16 Wi

entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)

= - [0.3333 x 10g2(0.3333) + 0.6667 x
l0g2(0.6667)]

=-10.3333 x -1.5851 + 0.6667 x -0.5849]
= -[-0.5283 + -0.3899]
=0.9183

entropy (W& = Apache) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5000 x 10g2(0.5000) + 0.5000 x

10g2(0.5000)]

= -[0.5000 x -1 + 0.5000 x -1]
= - [-0.5000 + -0.5000]
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=1
entropy (W& = Nginx) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0 x log2(0) + 1 x log2(1)]
=-[0x-0+1x-0]
=-[0+0]
-0
IG (parent, child) = entropy(parent) — [p (W& = Apache) * entropy (W& =
Apache) + p (W@ = Nginx) * entropy (Na = Nginx)]
= 0.9183 - [0.6667 * 1 + 0.3333 * Q]
= 0.9183 - [0.6667 + 0]
=0.9183 - 0.6667
= 0.2516
3.1) MUINAT IG Ya3konn3Td Type waglonnitas Web server v09 Malware 910
Foyaanunsadune 16 T
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.9336 x 10g2(0.9336) + 0.0925 x
10g2(0.0925)]
=-1[0.9336 x -0.0991 + 0.0925 x -3.9127]
= - [-0.0925 + -0.2598]

0.3523

entropy (W& = Apache) - p(Atk) x logap(Atk) + p(Def) x logap(Def)

- [0.9336 x 10g2(0.9336) + 0.0664 x

0g2(0.0664)]

- [0.9336 x -0.0991 + 0.0664 x -3.9127]
- [-0.0925 + -0.2598]

= 0.3523

entropy (W& = Nginx) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
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= - [0 x log2(0) + 0 x log2(0)]
=-[0x-0+ 0 x -0]
=-[0+0]

=0

IG (parent, child) = entropy(parent) — [p (W& = Apache) * entropy (Na =

Apache) + p (W& = Nginx) * entropy (& = Nginx)]

= 0.3523 - [1 ¥ 0.3523 + 0 * Q]
= 0.3523 - [0.3523 + 0]

= 0.3523 - 0.3523

=0

3.2) AUINAT IG U99UBANITUIA Type Lazuannstifn Web server 409 Phishing 910

ToyaausaAIIua IG tansil

entropy (parent)

entropy (W& = Apache)

entropy (W& = Nginx)

= - p(Atk) x logap(Atk) + p(Def) x logap(Def)

= - [0.7000 x l0g2(0.7000) + 0.3000 x
10g2(0.3000)]

= -[0.7000 x -0.5146 + 0.3000 x -1.7370]

=-[-0.3602 + -0.5211]

= 0.8813

= - p(Atk) x logap(Atk) + p(Def) x logap(Def)

= - [0.7499 x 10g2(0.7499) + 0.2501 x
10g2(0.2501)]

= -[0.7499 x -0.4152 + 0.2501 x -1.9994]

=-[-0.3114 + -0.5001]

=0.8114

= - p(Atk) x logap(Atk) + p(Def) x logap(Def)

=-[0.6667 x 0g2(0.6667) + 0.3333 x
0g2(0.3333)]
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=-[0.6667 x -0.5849 + 0.3333 x -1.5851]
= -[-0.3899 + -0.5283]
=0.9183

IG (parent, child) = entropy(parent) — [p (W& = Apache) * entropy (W& =

Apache) + p (W@ = Nginx) * entropy (W@ = Nginx)]
=0.8813-[0.4000 * 0.8114 + 0.6000 * 0.9184]
= 0.8813 - [0.3189 + 0.5510]
=0.8813 - 0.8813
-0
3.3) AueAn G Uuenn3Ta8 Type wazuonn3did Web server 984 SQL-Injection
Mndeyaanusauaman 16 ¢

entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)

= - [0.5999 x 10g2(0.5999) + 0.4001 x
1092(0.4001)]

=-10.5999 x -0.7372 + 0.4001 x -1.3216]
= - [-0.4422 + -0.5288]
=0.9710

entropy (W& = Apache) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5999 x 10g2(0.5999) + 0.4001 x

0g2(0.4001)]

=-1[0.5999 x -0.7372 + 0.4001 x -1.3216]
= -[-0.4422 + -0.5288]
=0.9710

entropy (W& = Nginx) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0 x log2(0) + 0 x log2(0)]
=-[0x-0+0x-0]
= - [-0 + -0]



164

=0
IG (parent, child) = entropy(parent) — [p (W& = Apache) * entropy (Na =
Apache) + p (W@ = Nginx) * entropy (W@ = Nginx)]
=0.9710 - [1 *0.9710 + 0 * 0]
=0.9710 - [0.9710 + 0]
=0.9710-0.9710
=0

(2

PINMITANUIUAT |G UDIWDANTUIA Type fialann3Uaf Country Loan3Uan Os uaz
wan302% Web server wui1e IG va4uenn30% Type (DDOS) fAalonn3tin Web server i1

WNAgn (0.2516) wazwornstag Type (SQL-Injection) dakann3UaM Country HA11NT0489%1

[ [

Ju (0.2040) feiuiaudenuennstag Web server waruannsdad Country Fusniduluunly

[y

AU 2 MU Root warHilAsIznidayanuin1sAuinienn3iag Type (Malware,

Phishing) liaunsaasrafsudazinuasalula Weosanliiauduiusivwenn3danle Jeagy

< v 6 =

U9 alélﬂuwaammﬂamLwamaﬂiviwumummmc’ﬂwm waznslandiionaaausTUULAY

= [y

WU TZUU muu@miwwuagam‘mmﬁLmﬂﬁqmﬂimuﬂimww 2 984uaAnN3UIA Country,
0S panluautayaluwsarinunilraradneuie i
o I | aa [ r.:l' [ o ¥ g.J/ % (Y] & I~
msmunAudazwannsiIRlusEaun 3 Audwiudeyanmualagldnadwsidudunis
lauditenausslevidmveslaud uasnslaudiiienageussuuasimuIseuy Al
1AIUIUAT IG VBILBANITIN Type (DDOS) hazlionnitag Web server (Apache) U
wann302% Country (United States, Thailand, Spain, Germany) mﬂsﬁaﬁdammmﬁﬂmmm IG

Tamatd

entropy (parent) - p(Atk) x logap(Atk) + p(Def) x logap(Def)

- [0.5000 x 0g2(0.5000) + 0.5000 x
10g2(0.5000)]
- [0.5000 x -1 + 0.5000 x -1]

- [-0.5000 + -0.5000]
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entropy (W8 = United States) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
=-[0.5293 x 10g2(0.5293) + 0.4707 x
10g2(0.4707)]
=-10.5293 x -0.9178 + 0.4707 x -1.0871]
= -[-0.4858 + -0.5117]
= 0.9975
entropy (W& = Thailand) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.4965 x 10g2(0.4965) + 0.5015 x
10g2(0.5015)]
=-[0.4965 x -1.0101 + 0.5015 x -0.9899]
= - [-0.5015 + -0.9484]
=1
entropy (W& = Spain) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.0550 x 10g2(0.0550) + 0.9450 x
10g2(0.9450)]
= -[0.0550 x -4.1844 + 0.9450 x -0.0816]
=-[-0.2301 + -0.0771]
= 0.3073
entropy (W& = Germany) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.6818 x 10g2(0.6818) + 0.3182 x
10g2(0.3182)]
=-[0.6818 x -0.5526 + 0.3182 x -1.6520]
=-[-0.3767 + -0.5257]
=0.9024
IG (parent, child) = entropy(parent) — [p (W& = United States) * entropy (W&
= United States) + p (W& = Spain) * entropy (W& = Spain) + p (W8 = Germany) * entropy (W&

= Germany) + p (W@ = Thailand) * entropy (W& = Thailand)]
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1-[0.7036 * 0.9975 + 0.0798 * 1 + 0.0952
*0.3073 + 0.1214 * 0.9024]

1-[0.7018 + 0.0798 + 0.0293 + 0.1096]
= 1-0.9204
= 0.0796
2)AUIUAT 1G VBRI TG Type (DDOS) Laruannitas Web server (Apache) U
wann3U3 Os (Linux, Windows) 3Mn48yaainsaf1uine IG e
entropy (parent) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5000 x 10g2(0.5000) + 0.5000 x
10g2(0.5000)]
=-[0.5000 x -1 + 0.5000 x -1]
= - [-0.5000 + -0.5000]
=1
entropy (W& = Linux) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
= - [0.5000 x 10g2(0.5000) + 0.5000 x
10g2(0.5000)]
=-[0.5000 x -1 + 0.5000 x -1]
= - [-0.5000 + -0.5000]
=1
entropy (W& = Windows) = - p(Atk) x logap(Atk) + p(Def) x logap(Def)
- [0 x log2(0) + 0 x log2(0)]

-[0 x -0 + 0 x -0]

- [-0 + -0]
=0
IG (parent, child) = entropy(parent) — [p (W& = Linux) * entropy (W& = Linux)
+ p (e = Windows) * entropy (Na = Windows)]

=1-[1*1+0%*0Q]
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1l 1l
—_ —_
| |
—
—_ =
+
(@)
=

91ANITATUINUAT 1G V0IUeRN3TA Type (DDOS) siouannstaf Web server lUwonn3

(3

727 Os wazlonnsUas Country WUIIAT IG VoLeANSUIA Type fioann3tad Web server U

wonv3096 Country Aunndian (0.0796) mtiudsidenuennstag Country Tunnduluualy

o

JEAUT 3 AEaInluug Root AEANIMUATEAUTN 2 LAty IATIERUayanuIINITAUINLEANIUI

2

Web server (Nginx) ldlanunsaadrefsunagvunsolula fesannlufianudusiusivwennsdng

i3

1n FeagudoyaldidunadndnislanfiiiionndoussuunasWaunszuy wasieansdod Type

i3

(SQL-Injection) siawenvn3da6 Country lUuann3dag Os uwennsdndanving wuiueansdom
Country #a1uduiusiukenn3tan Os uniian danuiiteyaluwrazlnuainatarineu
Weaiuwa Ae Mslaudtitenauselevldiumverland wagnslaufiitenaaaussuukasinu

YUV AIUNINA 3.9

waanstadinguszasanistaai

) : - -

type N Atk = nasTaufiiioraysglovdduinvasdlaud
3 ) w

BN Def = nslafianadaussuuATHAILSTUY

DDOS | SQL-Injection

Malware ‘5 Phishing o
web 3 ‘
country |

United States
: ; Atk-5302 Def-352 \ [ Ate17673 petesaon / / y
Apache Nginx I/ I g ( os
/ s Thailand
) e — / Germany/ \
\ [ Atke0 Defe3s34 | Spain A
(" country \ Windows
o " Ak-1193 Def-0 _ — [
’ - E / Linux
S~ \ Atk=1231 Def-0 Atk-273 Def-0 | 3
United States | J ) Ath=1193 Def=0 '\
7 [N . — — ——_ bd
Thailand ” ~ {
/ . Spain | Germany" [/ Mvc280 Defsen 1\ — - / Atk-5298 Def-1763
Atk=4973 Def=2341 ) % K
( ) | N—— [ \ I
—2 3 Atk-858 Def-273 g — ==
e Ak-37 Def-673

AN 3.9 wansnaanskiunnluwagulddndula 3nnn1sAwIuAIeie
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a E%

1na A 3.9 Tumasulidndula annsAruinieiied ginszideyalinadngin
lunadaulddndula Root node 1A WoanNIVIA Type wagla interior node Ao WoANIVIA
Country , uaan302% Web server uay leaf node fa wann3026 Os Falsiausaasisnunay
Tuaraluls esanldfinuduiusiunennstinila Naylanadnwsi weansdag Os linux 1u
mslanfiieneaeuszuunaziniuszuu nginx Wunislaufiilenadsslevidiudiveland ue

aa ¢ . I a A & 1 ) al . 3

an307@ Country United States \un1slaudiitenausglevidiudivegland, Spain Wunis
laufiienauselevldiumiveiland, Germany Wunslaufiienageussuuiagiauiszsuy

way Thailand unislaufiienaUselovidrusvesylaus

3.1.5 n1sUseiiuNa (Fvaluation) iudussunautiinasnsilaainduneud 3.1.4 14

v o

U Mmensindssansuavesmaansnlatuinguszasanadlilutuneunsn lideddynianinu

=

Wndetieunndesiiiess fensussdliunaainiusunsuingniewmsely

6 ¥

Aiaszdeyalavimnaaeulung Wednusednsaminsaiuaiudenis 8n1sin

Y

Usg@n5n1nae7s Self-Consistency Test uzd@1usuldlunisnageulsz@nsnin tien

U

wwdltuvedlinanas ety wazilatdeyauinaaey (Testing data) AUlUsWNSUEATIZMEDN

]
=

wmadeuiutayaniIuNTIATIEvaLanIgnALlia Data Mining 91nN15a3719luLaAa Decision

Y

1Y

Tree Fn¥ayaninand dmaaeuiulusunsd Weka 3.8.5 Falldunaunisvinay ¢l
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Supeud 1 Delusunsy Weka 3.8.5 Juan

0 m\b‘:hiﬂj o

A
ors Weka 3.8.5
& Weka 3.8.5 (with console) » App
@ weka-3-8-5-azul-zulu-windows.exe >
# Uninstall Weka 3.8.5 > ' Open
Search the web 0% Run as administratar
2 weka - See web results > il Open file location
Doaiments (3+) 42 Pin to Start
Folders (2+) 1= pin to taskbar
E Lininstall
2NN 3.10 Lanan1salusunsy weka 3.8.5
&) Weka GUI Chooser — O >
Program Visualization Tools Help
Applications
r |
Explorer
The University Experimentear

of Waikato

KnowledgeFlow

Workbench
Waikato Envircnment for Knowledge Analysis
Version 3.8.5
() 1333 - 2020 Simple CLI

The University of Waikato
Hamilton, Mew Zealand

AR 3.11 uansnsimtaslusunsy Weka 3.8.5
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o |
(9 I

Junaui 2 ndrteyaladnmieuld lneideni Application>>Explorer>>Open file

Y

enliddeyandesnsiiumaaaununini 3.11 uazndsndulsunsuianmtivedeys

AUANT 3.12

| @ Wels Explore - o x
Preprocess | Claz:=if Cluster Associate | Select affributes Visualize H

. Open file J 1 Open URL. J Open DB. I Generate ) Undo Edit. Save

Hier | @ Open x

Choose | None

Current relation
) el

Lookln: | ddd ] (@) (@] [E=(e)
[ os

[ Invoke options dialog

Relation: None e None
Instances: None ﬁ gecision ree E: None
(& m
Attributes (& visio
Adributes |
[) weka_data csv

|¥]| Visualize Al

=gt dnE
FileName:  weka_data.csv
Files of Type: | CSV data files (*.csv) B
T
Rem
status o
Welcome ta the Weka Exolorer ‘ Laog | i X0

MW 3.12 wanamsiidrdeyadnlulusunsy Weka 3.8.5

& Weka Explorer

- o X%
Preprocess | Classily | Cluster | Associate | Seledt afiibutes | Visualize |
L Open file L Open URL. J 1 Open DB. J 1 Generate. ) Undo L Edit J 1 Save. J
Filter
| Choose ”Nnne \ Apply Stop
Current relation Selected attribute.
Relation: weka_data_final Attributes: § Name: type Type: Nominal
Instances: 42413 Sum of weights: 42413 Wissing: 0 (0%) Distinct: 4 Unique: 0 (0%)
Attributes No, | Label | Count | Weight
1 SQlLnjection 8836 8836.0
2 Phishing 17673 17673.0
L All || None Il Invert Il Pattern J 3 Malware 5302 5302.0
4 DDOS 10602 10602.0
No. | | Name
1 country
2] os
3 [ | web
5 J result
| cass: resut (vom) ‘vh visualize Al |
sgan
- .
Status

Al 3.13 uansdoyaidnlulusunsy Weka 3.8.5
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Tunouil 3 andunisiiennatinnisiangudeayauuy Decision Tree lagLdani
Classification>>Choose>>tree wazidanguwuuidu J48 auanil 3.14 a1nuudendauadly
il duingusvasinisland (requirement) dauiildlulusunsy 19gedn (result) 91ntiunaly

Start MU 3.15 ISLAAINAANSALARIUAINT 3.16

& Weka Explarer

Preprocess | Classify | Cluster | Associale Select aftibutes | Visualize
1
Classifier

* (& weka
¥ (& classifiers
T * (@ bayes put
* (@ functions L

> ey

* (@ meta

* (& misc

* (& ruies

v (& trees
DecisionStump

nangme — — Lﬁ‘ﬂn J4a8

LT

RandomFores!
N RangomTree
Re REFTrEe

Close

Siatus

i Log | e x0

A 3.14 uansnisideninafinnisinngudeyawuu Decision Tree suuwuuldu J48

0 Weks Explorer - [m] o

[ Preprocess | Classify | Cluster 1 Associate 1 Select attributes I Vlwal\u]
Classifier

Choose |J48-C0.25-M 2

Test options  Classifier output
() Use training se!
() Suppliediest set
(®) Cross-validation Folds 10
() Percentage spit

More aptions. |

_ an ol (result)

‘Start
Result st {right-cick for options)

ARAN#Ll Start

AN 3.15 LaRIN1SLaaNFIUIt T result ka2 AANT start
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€ Weka Explorer - m] X

{ Preprocess I Classify | Cluster | Associate I Select atfributes T Visualize ]

Classifier

Choose | J48-C 0.25-M2

Test options _ Classifier output i
() Use training set - Run information ——= r;
(U Supplied test set
- Scheme: weka.classifiers.trees.J48 -C 0.25 -M 2
(®) Cross-validation Folds 10 Relation: weka_data_final

Instances: 42413
() Percentage split
Astributes: 5
| Wore options. J country
os
- web
l (Nom) result v J tipe
result
Test mode: 10-fold cross-validation
Start
Result list (right-click for options) === Classifier model (full training set) ==
021553 - rees.J48 742 pruned tres
type = S0L-Injection
| country = United States
| | 03 = Linux: Def (5298.0/17€3.0)
| | 03 = Windows: Atk (1183.0)
| country = Spain: Rtk (1231.0)
| country = Germany: Atk (273.0)
| country = Thailand: Atk (841.0)
type = Phishing: Atk (17673.0/5302.0)
type = Malware: Atk (5302.0/352.0)
type = DDOS L
| web = Apache v

F1S T

AN 3.16 UanaitaeraansvedliAan1TInnguTaLaRUY Decision Tree : J48

AINNAFNSNITNAABINUINNALA Decision Tree : JA8 TANATNSNITINUNUTLLANANS

lauditenausslevidruimveadland (Atk) wasnislaufiienaaeussuuiaginiunsyuy (Def)

' ' ]
aaa % =

AINUYNEBATY 75.55% uansradnsununmlunanulddndulanifunnesnin danmi 3.17

type

T

= SGL-InjectoRhishing Mahware = DDOS

—/ N T

country Atk 1T7ET 300530200 Atk (5302.01352.0)‘ weh
= United States Spain= Germary Thailand = Apache = Mginx

s N T N\
DS/ Atk (1231.U)| Atk (2?3.0)‘ Atk (841.D)| wui, Def (3534.0)
AN AwS

= Linux = Windows = Linited StatesSpain= Germang Thailand
Def(SEQB.DH?ES.D)‘ Atk (1193.D)| Atk (49?3.012341.0)‘ Def(E?B.DIS?.D)‘ Atk (SSS.DIETB.D)‘ Def(554.DIEBD.D)|

AW 3.17 wananaanseiunwluwanulddnduls Tuluswnsy Weka 3.8.5
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nagiaszndeyadilmilumavesdeyaiidenld unuSsuiisuiulunanasiwie
LUsunsu RapidMiner Studio 9.5.1 tiens3adeumukaiugvedlung Fuliasigideyanuinla

HATNEFULUULRUANLAa NS eY

type
bDos S0L-Injection
Malware Phishing I
web Atk Atk country
Mginx I - G United States
Apatne o erma”ygpain Thailand
e
Atk os
country — Atk
Atk Linux  Windows
Germany
/ ) United States Def T
Atk Spain  Thailand Atk
- Def Def —

AN 3.18 uansnaandiuunlunanuliisingdula veslusunsy RapidMiner Studio

uanniiiadingUszaannislaai
) <y o -
type \ N Atk = nslaufimonaussTovddoudavasilani
I Def = nrsTaufiNenAGOUSTULNASRILITYUY

DDOS SQL-Injection

Malware | Phishing

web
country
United States
Atk=5302 Def=352 Atk=17673 Def=5302 4
Apache i
B Neinx CI— o : os
Thailand
- Germany
Atk-0 Def-3534 Spain ) Wikich
count indows
ry _ Atk=1193 Def=0
Linux
| Atk=1231 Def=0 Atk=273 Def=0
United States { Atk=1193 Def-0
Thailand P —— —
Spain | Germany AU=280 Defs64 Atk=5298 Def-1763
Atk=4973 Def=2341
_— i
Atk=858 Def-273 — —
A=37 Def=673 )
( | TR
]

Y

Al 3.19 uansradnswunnlunaduliiFaaule annsnameie
MnNadnEnsiuar 16 vedumanisleudfiintuuuivlsdusdaslnuatazainnis
vhnsvaaeulinea e inuszansnmiinssiuaudesnismeds Self-Consistency Test Lilag
wunltweslunafiadsiuannlusunsy Weka nosdu 3.8.5 wazilothluiouiiouiulsunsy
RapidMiner Studio 1395%u 9.5.1 mq;ﬁmswﬁm&awudwﬁza 3 Tumalanadusanuudugives

Tuwatnilounuway @uisatluwaluldaule
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INKAANSNNTAS19ULRaRBWATLA Decision Tree: J48 Tuluswnsy Weka 3.8.5 lnasna

ngaInNsTwunnguaulinisiindulawuy Decision Tree fifuaANann AININA 3.20

J48 pruned tree

t
|
|
|
|
|

Type
type
t N =

Humber of

Size of the tree :

Ype

SQL-Injection

country = United States

| o3 Linux: Def (5292.0/1763.0)
| os Atk (1153.0)
country Atk (1231.0)
Germany: Atk {(273.0)
country Thailand: Atk (241.0)
Phishing: Atk (17673.0/5302.0)
Malware: Atk (5302.0/352.0)

DDOS

welr = Apache
| CoOuUntry
| country
| country
| cCountry
wekb = Nginx:

Windows:
= Spain:
country =

United States: Atk (4973.0/2341.0)
Def (673.0/37.0)
Germany: Atk (852.0/273.0)
Thailand: Def (564.0/280.0)
Def (3534.0)

Spain:

Leaves 12

17

A 3.20 wansnadnsngaulinisdnaula vedlusunsy Weka 3.8.5

= wa ¢ v oA o = P 1Y) ° ' L.
%QQ’JLQ??%W%@%@WU’NLllau’]ll']L‘UiEJULVlEJUﬂ‘UﬂJ;]ﬁ]']ﬂﬂ’ﬁQWLL‘UﬂﬂQNLLU‘U Decision Tree

Tulusunsu RapidMiner Studio lekadnsjunuungannsdwunngudisneiuintes

Tree

type = DDOS

| web = Apache

| | country = Germany: Atk {Def=273, Atk=585}

| | country = Spain: Def {Def=636, Atk=3T}

| | country = Thailand: Def {Def=284, Atk=280}

| | country = United States: Atk {Def=2341, Atk=2632}
| wek = Nginx: Def {Def=3534, Ack=0}

type = Malware: Atk {Def=352, Atk=4550}

type = Phishing: Atk {Def=5302, RAtk=12371}

type = SQL-Injection

| os = Linux

| | country = Germany: Atk {Def=0, Atk=273}

| | country = Spain: Atk {Def=0, Atk=538}

| | country = Thailand: Atk {Def=0, Atk=560}

| | country = United States: Def {Def=3535, Atk=1T763}
| 08 = Windows: Atk {Def=0, Atk=17&67}

A il 3.21 wanssadwsngduliinnsdadula Tulusunsy RapidMiner Studio

(%
Y]

JUU

AaATendeyazldinalinveanisnuunnguwuy Decision Tree: J48 unldluy

= ~ v v & & ° Vo = o
n1sfn iesanlvinadnsvesngnanuisavitunegladiuau 12 ng Feauisainluldlunig
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wisngulamuReulaladaay wavaunsahngilaluiwaeingselils lnganunsaduunngla

o

&
U

ﬂgﬁa‘ﬁ 1 IF type = SQL-Injection AND country = United States AND os = Linux

THEN requirement Def w1ea211797 d15Uwuun1slaudidu SQL-Injection Tuuszine
ansyeiin Tngldszuuuicinng Linux Wudanilvg) wanisfiarsanwuin nistaudiiAatuidls
wadns i1 Wunislavfiilenadeussuuuasiannszuy

ﬂgsﬁa‘ﬁ 2 IF type = SQL-Injection AND country = United States AND os = Windows

THEN requirement = Atk #u18a313191 d150svunistaufidu SQL-Injection Tulszing

) a v a wa . = | ' a | Aa a =
ansgeuin lngldszuuuiinis Windows 1Wudnlvg) wan1siiansanmuin nslaudfiindu
26 v v 6 < a A 6 1 Y a
lvinadngin Wunislaudiienauselevidiumvedlaum

ﬂ{]‘i’f@‘ﬁl 3 IF type = SQL-Injection AND country = Spain THEN requirement = Atk

1 b4

gAML arsukuunstanfidu SQL-Injection luussmaailu daulng nan1siarsanwuin

Y

1%
=1

mslaufninduilinadnsin Wunislanfiiienausslesidruiveslaus
ﬂgsﬁaﬁ 4 |F type = SQL-Injection AND country = Germany THEN requirement = Atk

mneA1u31 f3ukuunstandiy SQL-Injection TudssmAesull nan1siRIsUINUTY N3

TuaTAnTudlinadnsn L‘t“]umﬂﬁmaLﬁawaﬂidmﬁﬁmﬁwm;ﬁwa
ﬂgsﬁaﬁ 5 IF type = SQL-Injection AND country = Thailand THEN requirement = Atk

mneA1u3 Hrguuuun1staudidu SQL-njection Tudsewmelng nan1siansannudn nslaud

da X o v s & a A E] ) =
MiAnguillvnadnsin Wunslauiienausylovidiuiivoslui

ngiefl 6 IF type = Phishing THEN requirement = Atk #13176/A2741791 AR TTEHERE

' v
aa a (%

\Ju Phishing daulua) man1sfiiarsuinuin nslauAniaduiilvnadnsin iunislaudiiie
HaUsElevdumvelang

ﬂgﬁﬁaﬁ 7 IF type = Malware THEN requirement = Atk ¥318A31431 A15ULUUAS

' v
aa a

Tauddu Malware @aulvginuiae nan1siarsannuIn mslandninduidlinaansin WWuns

laudienayselevidudiivaslaud
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ﬂg‘ﬂ’aﬁl 8 IF type = DDOS AND web = Apache AND country = United States THEN
requirement = Atk 118A21431 G13Usuunslanfidu DDOS waald Webserver i Apache
Tutseinmansgeusni dawlug) nanisinsanmui mstaufifiAetuiflinadnsin Wumslaud
iienausgloviidimivefloud

ﬂg%aﬁ 9 IF type = DDOS AND web = Apache AND country = Spain THEN
requirement = Def ungaudn d13unuunislanfiiu DDOS waald Webserver 1 Apache
TuUssmaaly davlng) nansiiansannudn nstauiiintudlinadnsin Wunisladiite
VAFDUTEUULAT AL TZUY

ngte? 10 IF type = DDOS AND web = Apache AND country = Germany THEN
requirement = Atk MuneANd d1gUsuunIstaudidu DDOS waald Webserver W Apache
Tuuszmeigasuil dailve) nanmsiiansanmuin msleudintuiilinadnsin Gunslauiiie
naUsElevldiumvedlaug

ﬂ{]ﬁi’faﬁ 11 IF type = DDOS AND web = Apache AND country = Thailand THEN
requirement = Def #18A21471 §13Ukuunslanfiiu DDOS wdald Webserver 1 Apache
TuUsunelne dulngl nanisiansamudn msleudfiindudldnadngdn Wunslaufiite
VAFDUTEUULAE AL TZUY

ﬂg%’aﬁ' 12 IF type = DDOS AND web = Nginx THEN requirement = Def #118/A21071
drsuuvunistaufidu DDOS wdald Webserver 18u Neinx nan1sRiansanud n1slaufi

U

AATUTLANaaNSIT 1WuNTIauR N eNAZDUTZUULASHAIUNTZUY
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MRINEILATIEIdayaIenn1snaaeulTEANSAMYes Model Medd Self-Consistency

9 A =

Test #38138n31 Use Training Set {Ww3smsimhdeyaildlunisassluma (model) uazdoya

Y

Tdlunisveaeuluwadudeyagaieniu Aeteyanislaudimintuuuivled 1wl 2019 69 U

Y

2021 Agvhmsdaienuiomn Seinseideyadeniusunsuildtiaus fo Tusunsy Weka
3.8.5 WUl nsnadeulszAnsnmluiag Decision Tree (J48) finnsanlddn Tuinadignadrstu &
Amugndaedslunnlunanindu 75.55% fensviunedeyaligndeaviniy 24.44% wasd
APuAAIALAABUIYIIAY 0.401 waziilefansandaumn Confusion Matrix Tunmil 3.22 wui
N1IMAIYRITDYAAATY AUTUIUTBYAIINNITYINIUIEY WU UUTELANVRI TR UsEasAnIslaud
nslaudiitenaustlovtdiusnvesiland (At uaznislaudiilennaoussuutasimuissuy

(Def) wazthumAnadeTINYen class laAade sy 0.75 dnadnsassiueglusesu

AUY9R a1unsavlaealdlganuls

=== Stratified cross-validation ===

=== Summary ===

Correctly Classified Instances 32044 75.5523 %

Incorrectly Classified Instances 10369 24.4477 %

Kappa statistic 0.442

Mean absolute error 0.3215

Root mean sgquared error 0.401

Relative absolute error €8.0079 %

Root relative squared error 52.473 %

Total Humber of Instances 42413

=== Detalled Accuracy By Class ===
TF Rate FF Rate Precision Recall F-Measure MCOC ROC Area PRC ARrea Class
0.433 0.a73 0.785 0.453 0.60% 0.470 0.503 0.758 Def
0.222 0.51z2 0.743 0.322 0.323 0.470 0.302 0.264 Atk

Weighted Avg. 0.75& 0.348 0.763 0.75& 0.739 0.470 0.808 0.823

=== Confusion Matrix ===

a =3 <—— classified as
7927 8330 | a = Def
2039 24117 | b = Atk

AN 3.22 KAAINAANSAINNITIHUNNGFUUUU Decision Tree : 148 Tulusunsy Weka 3.8.5
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3.1.6 WELNIHAILATIEY (Deployment) Tunaunisiinaansyiialuldaudunisily
97199011 Ju3URUUT093189U (Report) 130WAUNTMN (Dashboard) Tinsawlvidesig 4 tiluld
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3.4 audunusvesdaya (ER-Diagram)
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wauynsudaya (Data Dictionary)
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=
FaMN1319 : Users

a6 o .
AgYaN : user_id

UY52LANAI59 : Master

Aesue : uilutoyasiy

ARG FHALATIUIA AUYUNY PRIEN
user_id VARCHAR(6) el 4
username VARCHAR(100) NEUNTN admin
e-mail VARCHAR(100) Bua admin@gmail.com
password VARCHAR(50) SWaRY 1234
salt_password VARCHAR(250) RO IVENIU 1fa6f421a8410d00
userlevel INT(1) ans 1,2
tel VACHAR(10) \weslng 0891234567
login_count INT(1) IUNSgITULY | 3
lock_user INT(1) doanawngsyuu | 1
ban_user datetime aIN1saen 2021-12-28 08:11:04
date_user_login datetime nmm'wﬁﬂajizw 2021-12-31 23:15:44
date_user create datetime PLRRRPGHEE 2021-11-13 09:55:04

ANBSUNE: AN5 LAWN

= . 1Y < I3
mneaYy 1 mneis admin gauatiuled

= ¥ a =3 (3
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%OM1374 : Data_attack
UY52LANAI59 : Master
o a < 2 v
ANBIUNY : Lﬂumaga;ﬂmm

Afuan : attack id

Af304 : user id

wataya TALAZUUIN ALY A8Ee
attack_id INT(11) GRAIGHG 489
country _name VARCHAR(150) Fousewne thailand
os_name VARCHAR(100) Fosvuudfoinis | linux
server_name VARCHAR(100) FoLdsies apache
type name VARCHAR(100) %agﬂm‘u n15Lauf DDOS
require_name VARCHAR(100) %ai’mqﬂizmﬁ learning
year name VARCHAR(4) iy 2021
date DATE T/ weu/l 31/12/2021
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a6 .
AEIDY : user_id

UY52LANAI59 : Master

Aguan : file_ down id

Fom1314 : Tb file_ download

Aesue : uwiludayanisdaiulng

wataya TALAZYUIN ALY A8Eg
file_down_id INT(11) aulvlad 21
file_name varchar(100) Yoyndoya Data_2021.csv
file size varchar(100) Tovalea 10 MB
date DATE Tw/houd 10/01/2022
AN5199 3.10 WARITIEAZIBEATDIINTTS Tb file_ download
Fon151 : Tb file upload
UselAN®e1e : Master
Aesue : uwiludeyanisdaiulng
Agvan : file_up id
AgT09 : user id
wataya YHALAZIUIN AUNUNY e
file_up_id INT(11) aeulvid 21
fileupload_name varchar(100) S?iasqmﬁi’faaga Data_2021.csv
file_size varchar(100) Tnalas 10 MB
File status INT(1) anuzlid 1
date DATE T/ neu/dl 03/01/2022

Aasu1e: anuzlndlawn
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